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INFORMATION, COMMUNICATIONS AND TELECOMS (ICT) POLICY 

 
Section 1 - Introduction 

  
The purpose of this document is to set out detailed guidance for all Council employees about the 
use of Peterborough City Council’s (the Council) ICT facilities.  While these facilities are made 
available to users for the purposes of the business, a certain amount of limited and responsible 
personal use is also permitted, although the council reserve the right to withdraw permission from an 
employee using the Council’s equipment for personal purposes at any time. All use of Council ICT 
facilities is governed by the terms of the ICT and the mobile telephone policies and if the rules and 
procedures are not adhered to, then use of the facilities may be curtailed or withdrawn.  

It is important that all employees read and understand this policy and procedural notes outlining the 
council’s position regarding the use of ICT equipment and communication with internal and external 
customers.  If there is anything in this policy that an employee does not understand then it should be 
discussed with the line manager.  Failure to comply with this policy may result in disciplinary action 
being taken against the employee under the council’s disciplinary procedures, which could ultimately 
lead to dismissal from the council.  Incidents of abuse of ICT facilities by employees will be 
investigated by Internal Audit and disciplinary action may follow, which could include dismissal.  
Actions which could constitute theft of time or resources from the Council could mean accusations of 
gross misconduct and lead ultimately to dismissal or in serious cases to referral to the Police 
Authority for criminal investigation.  

This policy is maintained and regulated by the Council’s Information Communication and Telecoms 
(ICT) department.  The policy is cross-referenced to a number of other Council policies, regulations 
and guidelines. 

Although the detailed discussion is limited to use of e-mail and internet facilities, the general 
principles underlying all parts of this policy also apply to telephone communications. Note that some 
elements of personal use of Council communications facilities are specifically addressed at items 
3.3, 7.4 and 7.5, and 8.5.  

Communication plays an essential role in the overall effectiveness of the council.   Every employee 
is expected to communicate appropriately to ensure the council presents a professional image at all 
times. 

The procedures and policies outlined in this policy, and in any related policy, will be subject to  
review and may be  changed at any time.   

Other Policies referred to in this Document which can be found on Public Folders 
 
Computer Security Policy.doc 
DP staff-guidelines.doc 
Disciplinary Procedure.doc 
ICT  Private Usage Policy.doc 
Mobile Telephone Policy.doc 
Retention and Disposal Guidelines 
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Section 2 - General Principles 

2.1 Employees must use the Council’s information technology and communications facilities 
sensibly, professionally, lawfully and consistently with their duties, treating colleagues and 
customers with respect and in accordance with this policy and  other relevant policies and 
procedures. 

2.2 All information relating to citizens and business operations is confidential.  Employees must 
treat both paper-based and electronic information with utmost care. 

2.3 Many aspects of communication are protected by intellectual property rights which are 
infringed by duplication. Downloading, copying, possessing and distributing material from the 
internet may be an infringement of copyright or of other intellectual property rights (see 
Computer Security Policy.doc) 

2.4 A criminal offence is committed if a person publishes any material which is pornographic, 
violent or which comes under the provisions of the Obscene Publications Act 1959.  Similarly 
the Protection of Children Act 1978 makes it an offence to publish or distribute obscene 
material of a child and where any such material is discovered on Council equipment the 
matter will be referred directly to the Police. 

2.5 As a form of publication, the Internet is within the scope of legislation relating to libel where a 
statement or opinion is published which adversely affects the reputation of a person, group of 
people or an organisation. Legal responsibility for the transmission of any defamatory, 
obscene or rude remarks which discredit an identifiable individual or organisation will rest 
mainly with the sender of the email and may lead to substantial financial penalties being 
imposed.  

2.6 Any material disseminated which is discriminatory or encourages discrimination may be 
unlawful.  

2.7 Particular care must be taken when using e-mail as a means of communication because all 
expressions of fact, intention and opinion in an e-mail may bind either the employee and/or 
the Council and can be produced in court in the same way as other kinds of written 
statements. 

2.8 Business and personal communications should not be contained in the same email 
message.   Informal chat should be marked “personal” and sent separately, as detailed in 
3.3.3. 

2.9 The advantage of the internet and e-mail is that they are extremely easy and informal ways 
of accessing and disseminating information.  This also means that it can be very easy to 
send out ill-considered statements. Any employee unsure  about a course of action must 
take advice from their line manager or Head of Service before the action is taken. 

2.10 Employees must also comply with Data Protection and Freedom of Information legislation 
which is covered in more detail at items 8 and 9. 
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Section 3 – Use of Electronic Mail 

3.1 Generally 
 

3.1.1 ICT facilities provided by the Council for email should not be used:- 

• for the creation or transmission (other than for properly supervised and lawful 
research purposes) of any offensive, obscene or indecent images, data, or other 
material, or any data capable of being resolved into obscene or indecent images 
or material;  

• for the creation or transmission of material which is designed or likely to cause 
annoyance, inconvenience or needless anxiety;  

• for the creation or transmission of material that is abusive or threatening to others, 
or serves to harass or bully others;  

• for the creation or transmission of material that either discriminates or encourages 
discrimination on racial or ethnic grounds, or on grounds of gender, sexual 
orientation, marital status, disability, political or religious beliefs. Peterborough 
City Council is committed to fostering a working environment free of 
discrimination where everyone is treated with dignity and respect; 

• for the creation or transmission of defamatory material; 
• for the creation or transmission of material that includes false claims of a 

deceptive nature;  
• for so-called 'flaming' i.e. the use of impolite terms or language, including 

offensive or condescending terms;  
• for activities that violate the privacy of other users; 
• for criticising individuals, including copy distribution to other individuals;  
• for publishing to others the text of messages written on a one-to-one basis, 

without the prior express consent of the author; 
• for the creation or transmission of anonymous messages, i.e. without clear 

identification of the sender;  
• for the creation or transmission of material which brings the Council into 

disrepute. 
The Council regards the declaration of standards, as described above, to be 
particularly important. They reflect the values of the council. 
 

3.1.2 No messages should be amended following their receipt except where specifically 
authorised by the sender. 

 
3.1.3 No employee should access any other person’s ‘in-box’ or other e-mail folders, 

without their express consent.  No employee should send a message from an 
account where they are not the account holder, unless it is sent using the ‘on behalf 
of’ rule. 

 
3.1.4 It is good practice to re-read e-mail before sending.  

 
3.1.5 The "Bcc" box should be used when mailing to groups whenever the members of the 

group are unaware of the identity of all the others, or where  the membership of the 
group of one or more individuals should perhaps not be disclosed to the others.  (if  
the "Cc" box is used then each recipient is informed of the identity and, in the case of 
external recipients, the address, of all the others). Such a disclosure may breach any 
duty of confidence owed to each recipient, breach the Council’s obligations under the 
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Data Protection Act or may inadvertently disclose confidential business information. 
This applies to both external and internal e-mail.  

 
3.1.6 An appropriate disclaimer is appended to all email messages that are sent to external 

addresses from the Council in order to provide necessary legal protection. 
 

3.1.7 It is normal not to use Upper Case to send messages as this may be misconstrued by 
the recipient. 

 
3.1.8 Where a hard copy of an email message is required, this must be printed after the 

email has been sent so that the date and time is recorded, demonstrating the integrity 
and authenticity of the record.  

 
3.1.9 Before email is forwarded to internal or external recipients, the content of the 

message should be checked for inappropriate content. 
 

3.1.10 The “read receipt” option should not be activated as standard as it increases email 
traffic. 

 
3.1.11 Email messages intended for large groups (over 100), or all Council employees, must 

be circulated via the Communications Section. 
 

3.1.12 The Council does not accept the service of legal documents by way of email. 
 

3.2 Council Use 
 

3.2.1 The use of e-mail is an acceptable form of communication bearing in mind that if the 
material is commercially or personally sensitive, confidential or privileged then un-
encrypted e-mail is not secure. 

3.2.2 If the e-mail message or attachment contains information which is time-critical, bear in 
mind that an email is not necessarily an instant communication and consider whether 
it is the most appropriate means of communication. 

3.2.3 If you have sent an important document, always telephone to confirm that the email 
has been received and read. 

3.2.4 In light of the security risks inherent in web-based email accounts such as Yahoo and 
Hotmail, Council documents must not be emailed to non-Council web-based email 
accounts.  When documents are processed remotely they can be saved to a disk.  

3.3 Personal Use 
 

3.3.1 Although Peterborough City Council’s email facilities are provided for council 
business purposes, the Council accepts that employees may occasionally want to use 
them for their own personal use. Personal use is acceptable providing  that all the 
procedures and rules set out in this policy are complied with. 

 It is important that employees realise that the Council will monitor communications (as 
per 7.1).  To increase the privacy of any personal e-mail then the procedures set out 
in item 3.3.3. must be complied with.  
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3.3.2 Under no circumstances may the Council’s facilities and equipment be used in 
connection with the operation or management of any business or private work other 
than that of Peterborough City Council. 

3.3.3 All personal email sent must be marked “PERSONAL” in the subject heading, and all 
personal e-mail sent or received must be filed in a folder marked "Personal" in the 
mailbox. The ICT Service Desk should be contacted for guidance on how to set up 
and use a personal folder. All e-mail contained in inboxes and sent items boxes are 
deemed to be business communications for the purposes of monitoring (see item 
7.4).  

3.3.4 You must ensure that personal email use: 

• does not interfere with the performance of duties; it is expected that it will be 
carried out during unpaid breaks 

• does not take priority over work responsibilities; 

• does not cause unwarranted expense or liability to be incurred by the Council; 

• does not have a negative impact on the Council in any way; and 

• is lawful and complies with this policy. 

3.3.5 As with any correspondence made using the Council’s electronic facilities, you can 
delete personal e-mail from the live system, but they will have been copied (perhaps 
many times) onto the backup tapes and in that form will be retained in line with the 
Council’s retention policy (see Retention and Disposal Guidelines). It would be a very 
difficult, costly and time-consuming exercise to sift all the tapes in order to delete an 
individual's personal e-mail.  If this were to be attempted it would be at the Council’s 
convenience and only on the basis that all the very considerable costs involved were 
paid in advance by the person making the request.  

3.3.6 Employees making personal use of Council facilities for sending and receiving email 
signify agreement of the conditions imposed for their use and signify consent to the 
Council monitoring personal email in accordance with item 7 of this policy.  

Section 4 - Use of Internet and Intranet 

4.1 Information identifying the PC may be logged when visiting an internet site, therefore any 
activity engaged in by an employee via the internet may affect the Council. 

4.2 All access to web sites should comply with the terms and conditions governing its use. 

4.3 Providing a Council email address when using public web sites for non-business purposes, 
such as on-line shopping, is not allowed. 

4.4 Access to certain web sites is blocked during normal working hours. If you have a particular 
business need to access such sites, please contact the ICT Service Desk. 

4.5 Employees are not permitted to:- 

4.5.1 use any images, text or material which are copyright-protected, other than in 
accordance with the terms of the license under which you were permitted to download 
them;  

4.5.2 introduce any devices or software for detecting passwords; 
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4.5.3 seek to gain access to restricted areas of the Council’s network; 

4.5.4 access or try to access data which you know or ought to know is confidential; 

4.5.5 introduce any form of computer virus; nor 

4.5.6 carry out any hacking activities. 

4.6 Breach of any of the provisions of item 4.5 would contravene the terms of this policy and 
amount to the commission of an offence under the Computer Misuse Act 1990, which 
creates the following offences: 

4.6.1 unauthorised access to computer material i.e. hacking; 

4.6.2 unauthorised modification of computer material; and 

4.6.3 unauthorised access with intent to commit or facilitate the commission of further 
offences. 

Section 5 – System Security 

5.1 Security of the Council’s IT systems is of paramount importance. The Council has a duty to 
ensure that all business transactions are kept confidential.  If at any time the Council needs 
to rely in court on any information which has been stored or processed using IT systems it 
must be able to demonstrate the integrity of the systems.  Employees take responsibility for 
the security implications of their use each time the system is used. (see Computer Security 
Policy.doc) 

5.2 All confidential information must be kept secure and used only for the purposes intended and 
not disclosed to any unauthorised third party. 

5.3 System passwords must be kept safe and not disclosed to anyone. Employees who have a 
legitimate reason to access other users' inboxes must be given permission from that other 
user. The ICT Service Desk will provide guidance on how to do this. If a password has been 
disclosed to anyone else (e.g. in response to a request from the ICT staff) ensure that it is 
changed once the ICT staff no longer need it. Contact the ICT Service Desk for guidance on 
how to do this.  

5.4 Copies of confidential information should be printed out only as necessary, retrieved from the 
printer immediately, and stored or destroyed in an appropriate manner. 

5.5 Whenever material from outside the Council is loaded onto a PC via a disk or CD Rom 
ensure that it is from a secure and safe source. If in doubt about any such material or if it 
may contain a virus, always contact the ICT Service Desk beforehand and get help.  

5.6 To ensure the security of Council information PC screens will automatically lock after a 
period of inactivity.  Additionally, users should use the screen lock facility when leaving the 
work station, even for a short time. 

Section 6 – Working Remotely 

6.1 This part of the policy and the procedures in it apply to use of Council systems, laptops, and 
also to the use of home computer equipment when working on Council business away from 
Council premises (working remotely).  

6.2 When working remotely ensure that:- 
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6.2.1 any work which relates to Council business is password protected so that no other 
person can access the work; 

6.2.2 work cannot be seen by any other person; 

6.2.3 reasonable precautions are taken to safeguard the security of Council laptop 
computers and any computer equipment on which Council business is processed and 
keep passwords secret; 

6.2.4 the police and our ICT division are informed as soon as possible if either a Council 
laptop or any computer equipment which holds Council information has been stolen; 
and 

6.2.5 any work which you do remotely is saved on the Council’s system or is transferred to 
our system as soon as reasonably practicable.  

6.3 Any devices such as PDAs, mobile telephones or similar hand-held devices on which 
personal data or any information relating to Council business is stored of which the Council is 
the data controller must be password-protected. 

Section 7 – Monitoring of Communications by the Council 

7.1 The Council is ultimately responsible for all business communications but subject to that will, 
so far as possible and appropriate, respect employees’ privacy and autonomy while working. 
The Council may monitor business communications for reasons which include: 

7.1.1 providing evidence of business transactions; 

7.1.2 ensuring that Council business procedures, policies and contracts with staff are 
adhered to; 

7.1.3 complying with any legal obligations; 

7.1.4 monitoring standards of service, staff performance, and for staff training; 

7.1.5 preventing or detecting unauthorised use of Council communications systems or 
criminal activities; and 

7.1.6 maintaining the effective operation of Council communication systems.  

7.2 The Council will monitor telephone, e-mail and internet traffic data (i.e. sender, receiver, 
subject; non-business attachments to e-mail, numbers called and duration of calls; domain 
names of web sites visited, duration of visits, and non-business files downloaded from the 
internet) at a network level (but covering both personal and business communications) for 
the purposes specified at item 7.1. For the purposes of maintenance of personal privacy, 
employees should be aware that such monitoring might reveal sensitive personal data about 
individuals. For example, if web sites which detail the activities of a particular political party or 
religious group are visited, then those visits might indicate an individual’s political opinions or 
religious beliefs. By carrying out such activities using Council facilities, employees consent to 
the Council processing any sensitive personal data which may be revealed by such 
monitoring.  

7.3 Sometimes it is necessary to access business communications during absence, such as 
annual leave or sickness. Unless mailbox settings are such that the individuals who need to 
do this already have permission to view an inbox, access will be granted only with the 
permission of a Head of Service or Director. 
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7.4 Any e-mails which are not stored in "Personal" folders in the mailbox and which are not 
marked “PERSONAL” in the subject heading will be treated, for the purpose of availability for 
monitoring, as business communications since there will be no way of knowing that they 
were intended to be personal. It is recommended that a rule is set up to automate the routing 
of personal email to the personal folder – the ICT Service Desk will provide guidance on how 
to do this. It is up to the individual employee to prevent the inadvertent disclosure of the 
content of personal e-mail by filing personal email in accordance with this policy. In 
particular, employees are responsible to anybody outside the Council for the consequences 
of any breach of their privacy which may be caused by failure to file personal e-mail.  

7.5 In certain very limited circumstances it may be necessary, subject to compliance with any 
legal requirements, to access e-mail marked PERSONAL. Examples are when there is a 
reasonable suspicion that it may reveal evidence of unlawful activity, including instances 
where there may be a breach of a contract with the Council. 

7.6 All incoming e-mail are scanned using virus-checking software. The software will also block 
Power Point presentations, graphics images, video files, sound files, documents containing 
words from our dictionary (sex words, racist words, names/phrases), macro strings 
associated with virus type attacks, words associated with virus type attacks (i.e. hello, test), 
executable files, VB scripts, application code, emails from known SPAM addresses, emails 
containing known URL or images from a SPAM list, limited access to News.  

Section 8 – Data Protection 

8.1 Employees will inevitably be involved in processing personal data for the Council as part of 
their job. Data protection is about the privacy of individuals, and is governed by the Data 
Protection Act 1998 (see DP staff-guidelines.doc). This Act defines, among others, terms as 
follows: 

8.1.1 "data" generally means information which is computerised or in a structured hard 
copy form; 

8.1.2 "personal data" are data which can identify someone, such as a name, a job title, a 
photograph; 

8.1.3 "processing" is anything you do with data – just having data amounts to processing; 
and 

8.1.4 "data controller" is the person who controls the purposes and manner of processing of 
personal data – this will be the Council in the case of personal data processed for the 
business.  

8.2 All personal data processed for the Council must be kept confidential and secure. Particular 
care must be taken not to disclose them to any other person (whether inside or outside the 
Council) unless authorised to do so. Only use personal data as authorised by the Council for 
the purposes of your job. If in doubt contact the Information Manager or departmental data 
protection representative for assistance.  

8.3 The 1998 Act gives every individual the right to see all the information which any data 
controller holds about them. This should be considered when recording personal opinions 
about someone, whether in an e-mail or otherwise. It is another reason why personal 
remarks and opinions must be made or given responsibly, and they must be relevant and 
appropriate as well as accurate and justifiable. 
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8.4 Section 55 of the 1998 Act provides that it is a criminal offence to obtain or disclose personal 
data without the consent of the data controller. "Obtaining" here includes the gathering of 
personal data by employees at work without the authorisation of the employer. Employees 
may be committing this offence if, without the authority of the Council, they exceed their 
authority in collecting personal data; they access personal data held by the Council; or they 
pass personal data on to someone else (whether inside or outside the Council).  

8.5 While the Council is data controller of all personal data processed for the purposes of the 
business, the employee will be data controller of all personal data processed in any personal 
e-mail which is sent or received. Use for social, recreational or domestic purposes attracts a 
wide exemption under the 1998 Act, but if, in breach of this policy, employees use Council 
communications facilities for the purpose of a business which is not the Council’s business, 
then the employee will take on extensive personal liability under the 1998 Act.  

8.6 To help employees understand and comply with the Council’s obligations as data controller 
under the 1998 Act, training is available.  The Council’s privacy statements and information 
about data protection policies can be found in public folders under ‘Data Protection’. 

Section 9 – Freedom of Information 

9.1 Information transmitted by email may be subject to public disclosure under the Freedom of 
Information Act 2000.  Unless Information is legally exempt from disclosure, the 
confidentiality of e-mail cannot be guaranteed.  While personal information is generally 
exempt from release under the Freedom of Information Act,  a decision to release may be 
made if the information is considered to be in the public interest. 

 
 


